IMAMSTKA
JIJISI OBYUAIOIIIUXCS Ob TH®OPMAIIMOHHOM FE3OITACHOCTH
NETEN

HEJIb34

1. Bcem moapsin cooOmaTh CBOO YacTHYIO HHGOPMAIUIO (HacTOSIIHE UMs, (haMUITHIO, TelIe(oH,
aJipec, HOMep IIKOJIbI, a TakkKe GoTorpaduu CBOU, CBOCH CEMBH U JIpy3ei);

2. OTKpbIBaTh BJIOKEHHBIE (Pailyibl 3JIEKTPOHHOM MOUTHI, KOT/1a HE 3HACIIb OTIIPABUTEIS;
3. I'pyOuTth, npuaupaTthcs, OKa3bplBaTh JaBICHUE — BECTU C€0sl HEBEKIIMBO U arpeCCUBHO;

4. He pacnopspkaiicss JeHbraMu TBOEW ceMbH 0€3 pa3pellieHus CTapIIiX - BCEr/ia CrpaiinBai
poauTeneu;

5. He Bctpeuaiics ¢ IHTepHET-3HAKOMBIMHU B pEabHOM KU3HU - IIOCOBETYICS CO B3POCIIBIM,
KOTOPOMY JOBEpSIEIIb.

OCTOPOXHO

1. He Bce mumyT npapay. Ynurtaenis o cede HenpaBay B IHTepHETE — cOOOIIN 00 3TOM CBOUM
POAMTEISAM WIIA OTIEKYHAM;

2. IlpurnamaroT nepenuchiBaThCs, UTPaTh, 0OMEHUBATHCS - TIPOBEPD, HET JIU MOJIBOXA;
3. He3akonHoe konupoBaHue ¢aitioB B IHTEpHETE - BOPOBCTBO;
4. Bcerna pacckasbiBail B3pOCIIbIM O Mpo0emMax B CETH - OHU BCEra MOMOTYT;

5. Ucnone3yit HacTpOKN 0€301aCHOCTH U MPUBATHOCTH, YTOOBI HE OTEPSATH CBOU aKKAYHTHI B
COIICETSAX U IPYTUX MOpTaiax.

MOJKXHO

1. YBaxail Ipyrux rnojab30BaTeieu;

2. Tlonb3yenibest THTEpHET-UCTOYHUKOM - JIeJIail CChUIKY Ha HETO;
3. OTKpbIBail TOJIBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4, O6H_[aTBC$I 34 MMOMOMIIBIO B3POCJIbIM - POAUTECIIN, OTICKYHBI U aIMUHUCTPALIUA CaliTOB BCeraa
IIOMOT'YT;

5. Ilpoiian oOyueHue Ha caiite «CeTeBUUOK» U MOIYYH NacnopT HU(pPOBOro rpaxaaHuHal

[Mucemo Munob6puayku Poccuu ot 14.05.2018 Ne 08-1184

O nanpaBneHun uHGOpMAIHH

© Marepuan u3 CripaBouyHoii cuctembl «O0pa3oBaHHE.

[Monpo6wuee: http://vip.lobraz.ru/#/document/97/443572/po480/?0f=copy-fabfc4bbf0



http://vip.1obraz.ru/#/document/97/443572/po480/?of=copy-fabfc4bbf0

NHO®OPMALIMOHHASA MAMSATKA JIJISA OBYYAIOIIIUXCSA

C xaXJIbIM TOJIOM MOJIOZICKH B MHTEPHETE CTAHOBUTHCS OOJIBIIE, A IIKOJIBHUKA OJJHH U3 CaMbIX
AaKTUBHBIX I0JIb30BaTene Pynera. Mexay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, UHTEPHET HECEeT U MpoOsIeMbl. DTa aMaTKa JI0JKHA IOMOYb Tebe Oe30MmacHo
HaXOJUTHCS B CETH.

KommnsrorepHsie BUpYCHI

KoMnbroTepHbIii BUPYC - 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX MIPOrPAMM, OTINUYUTEIBHON
0COOEHHOCTBIO KOTOPOM SIBJISIETCSI CHOCOOHOCTH K pa3MHOXKEHHIO. B nonogHeHne K aTomy,
BUPYCHI MOTYT OBPEUTH WM MOJHOCTHIO YHUUYTOXKUTH BCe (ailyibl U TaHHbIE,
MOJAKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTo ObliIa 3amyIleHa 3apaxEHHas mporpamma,
a TaKKe MOBPEIUTh WIN Ja’Ke YHUUTOKUTH ONEPALlMOHHYIO CUCTEMY CO BceMu (¢ailnamMu B
1enoM. B 6obIInHCTBE CilydaeB pacipOCTPaHsIOTCS BUPYChl Yepe3 UHTEPHET.

MGTO)IBI 3alIUTBI OT BPEAOHOCHBIX MPOTrpaMM:

1. Ucnionbp3yi COBpEMEHHbBIE OTIEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3IHBIN YPOBEHD 3AIUTHI
OT BPEJOHOCHBIX MPOTPaMM,;

2. IlocrosiHHO ycTaHaBnuBai nadTH (UQPOBHIE 3aMJIaTKH, KOTOPbIE aBTOMAaTHYCCKH
YCTaHaBIIMBAIOTCA C LENbI0 TO0PA0TKU MPOrpaMMBbl) U Ipyrue OOHOBIIEHUS CBOEH OTepalluOHHOMN
cucteMbl. CkaunBail MX TOJIBKO ¢ 0(UIIMATILHOTO caiiTa pazpaborunka OC. Ecnu cymecTByer
PEXKHUM aBTOMATHYECKOTO OOHOBJICHHUS, BKIIIOUH €Tr0;

3. PabGoraii Ha cBOEM KOMIIBIOTEPE MO ITpaBaMU I10JIb30BaTECIA, @ HC aAMUHUCTpPATOPA. 9T0 HE
II0O3BOJIUT 6OJ'II)HII/IHCTBy BPCAOHOCHBIX ITPOrpaMM MHCTAJUIMPOBATHCSA HA TBOEM IIEPCOHAIBHOM
KOMIIBIOTEPE;

4. Vcrionb3yit aHTUBUPYCHBIE IPOrPaMMHBIE MTPOTYKTHI U3BECTHBIX TPOU3BOIUTENEH, C
aBTOMAaTUYECKUM OOHOBIIEHHEM 0a3;

5. Orpanuub PU3NYECKUI JOCTYI K KOMIIBIOTEPY JUTsl IOCTOPOHHUX JIULL;

6. Ucrnonb3yil BHEIIHUE HOCUTENH HH(DOpPMAIINK, TaKue Kak (ielika, TUCK win (aiin u3
WHTEPHETA, TOJIBKO U3 MPOPEPEHHBIX HICTOYHHKOB;

7. He oTkpbiBaii KoMIbIOTepHBIE (Daiiiibl, MOMTy4YEHHBIE U3 HEHAJEKHBIX UICTOYHUKOB. [{axe Te
(aiinbl, KOTOpbIe MpUcIal TBOW 3HAKOMBIH. Jlydille yTo4HM y HETo, OTIpaBIIsI U OH Tebe ux.

Cetu WI-FI
Wi-Fi - 3T0 He BUJI epeiauu JaHHBIX, HE TEXHOJIOTHS, @ BCEro JIMIIb OpeH 1, Mapka. Eme B 1991

roJly HUJepiaaH/cKas KoMranus 3aperucrpuponaina opena « WECA», yto obo3Hauano
cioBocouetanue « Wireless Fidelity», koTopblii mepeBoanTCS Kak «O0eCIpOBOIHAS TOUHOCTH.



Jlo Hamero BpeMeHH Aoluia apyras abopeBuarypa, KoTopas SBISIETCS TAKOH K€ TEXHOJIOTHUEH.
Oro abbpeBuarypa «Wi-Fi». Takoe Ha3BaHUe ObUIO 1aHO ¢ HAMEKOM Ha CTaHJApPT BHICIIUHN
3ByKoBoO# TexHUKH Hi-Fi, uTo B mepeBoie 03Ha4aeT «BbICOKAs TOYHOCTDY.

Jla, 6ecrutaTHBI HHTEPHET-IOCTYII B Kae, OTENAX U a3pONopTax SIBJISAETCS OTIMIHOM
BO3MO’KHOCTBIO BBIXOJIa B MHTEpHET. Ho MHOTHE 3KCIIepThI CYMTAIOT, YTO 00IIenocTynusie Wi-
Fi cetn He sBisitoTCSt 6€30TIACHBIMH.

CoBeTsl 110 Oe30MacHOCTH padoTe B 00MIeA0CTYHBIX ceTsax Wi-fi:

1. He mepenasaii cBoro Tn4aHyr0 nHGOpManuto yepes odmenocrynubie Wi-Fi cetu. PaboTas B
HHX, KCJIATCIBbHO HC BBOAUTH ITAPOJIU A0CTYyIIA, JIOTUHBI U KAKHEC-TO HOMEPA,

2. Vcrionb3yit U 0OHOBIIANM aHTUBUPYCHBIE IPOrpaMMBbI U OpaHamayep. Tem caMbIM Thl
obe3omacuirb ceds OT 3aKauKH BUPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonw3zoBanuu Wi-Fi otkmtoun ¢yHkimo «O0muit AocTyn K daiaaM U puHTEPaM».
Jannas GyHKIMS 3aKphITa IO YMOJTUYAHUIO, OJJHAKO HEKOTOPHIC MOJIH30BATEIN AKTUBHPYIOT €&
Ut ynoOCTBa MCTIOJIb30BaHUs B paboTe uin yaebe;

4. He ucnonw3yit nyoamuasiidi WI-FI s nmepegaun TUYHBIX TaHHBIX, HATIPUMED UTS BBIXO/1A B
COIMAJIBHBIE CETH WJIU B AJIEKTPOHHYIO MOYTY;

5. Umonw3yit Tonpko 3amuiiennoe coennuenne uepe3 HTTPS, a ue HTTP, T1.e. npu mabope Beo6-
aapeca BBoAW UMEHHO «https://»;

6. B moOunsHOM Tenedone otkmoun pynkuuro «lloaxmouenne k Wi-Fi aBromatnueckn». He
JOTTyCKail aBTOMaTHYECKOTO TOAKITFOYCHHS YCTPOoicTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacusi.

COI_[I/IaJ'IBHBIe CCTHU

COI_[I/IaJ'IBHBIe CE€TH aKTUBHO BXO/JAT B HAIlly )KU3Hb, MHOTHEC JIFOAU pa60Ta}0T " XXUBYT TaM
IIOCTOAHHO, a4 B Facebook YKE 3apCTUCTPUPOBAH MUJITIUAPA YEJIOBEK, YTO ABJIACTCA O,I[HOI>'I
CGHBMOﬁ BCEX JKUTeJIeH maHeThl. MHOTHE IT0JIb30BaTeN HE IIOHUMAroT, 4TO I/IH(l)OpMaHI/Iﬂ,
pasMEIICHHAA MU B COOUATIbHBIX CCTAX, MOXET OBITE HaﬁneHa " HUCII0JIb30BaHa KEM YroaHo, B
TOM 4YHCJIE HE 00513aTEIBHO ¢ OJIaruMHU HaMCpPCHUSAMMU.

OCHOBHBIE COBETHI 110 OE€30IIaCHOCTH B COLIMaJIbHBIX CCTAX:

1. Orpannyb ciucok Apy3eil. Y Teds B Ipy3baxX HE JIOJDKHO OBITh CIy4alHBIX U HE3HAKOMBIX
JIIOCH;

2. 3anmmail cBOI0 4acTHYIO >kM3Hb. He yka3biBail mapoinu, TenedoHsl, ajpeca, 1aTy TBOETO
POKACHUSA U JPYTYIO JUUHYI0 HHPOPMAIHIO. 3T0YMBIIIJICHHUKNA MOTYT HCIIOJIb30BaTh JjaKe
MH(OPMAIIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTH KAHUKYIIBI;

3. 3am1/1ma171 CBOIO pCIIyTalrIO - ACPKHU €€ B YUCTOTC U 3aJ1aBait cebe BOIIPOC: XOTCII OBI THI,
YTOOBI APYrue moJib30BaTCiiv BUACIIN, YTO ThI 3arpy>1<aen11>? HOI[yMaI\/'I, MMpeKAC YCM YTO-TO
OHY6J'II/IKOB8.TB, HAaIucaTb U 3arpy3uTh,

4. Ecimm ThI roBopuiib C JIFOAbMHU, KOTOPLIX HEC 3HACIb, HE HCHOJ’IBSYﬁ CBOC PCAJIbBHOC UMS U
APYTYIO JINYHYIO I/IH(pOpMaL[I/II/IZ UMs1, MECTO KUTCIbCTBA, MECTO y‘-IC6I>I " IpoUcee;



5. N36eraii pazmemenus gotorpaduii B UuTepHere, rae Thl H300paKeH Ha MECTHOCTH, IO
KOTOPOI MOXHO ONPEIEIUTh TBOE MECTOIIOJIOKEHUE;

6. [Ipu perucrparyu B COIMAILHON CETH HEOOXOAMMO UCTIOIH30BAThH CIOKHBIC MTAPOJIH,
cocTosiue U3 OyKB ¥ UQP U C KOJTUIECTBOM 3HAKOB HE MEHEe §;

7. JAnst conmanbHOM CeTH, MOUTHl ¥ IPYTUX CAUTOB HEOOXOJMMO HCIIOJIb30BATh Pa3HbIE MTAPOJIH.
Torna ecnu Te0st B3IIOMAIOT, TO 3JI0YMBIIUICHHUKH MTOJTy4aT JOCTYI TOJBKO K OJTHOMY MECTY, a
HE BO BCE cpasy.

DNEeKTPOHHBIEC ICHBIU

DNEeKTPOHHBIE IEHBI'Y — 3TO OUYEHb YJOOHBIN croco0 IuaTexeil, 0JJHaKo CYIIeCTBYIOT
MOIICHHWKHU, KOTOPBIC XOTAT HNOJIYYHUTH O3TU ACHBI'U.

SJIGKTpOHHBIC JCHBI'N ITOABHIIMCH COBCEM HEAABHO 1 UMCHHO HM3-3a 3TOI'O BO MHOTHX
rocyaapCrBax 10 CHUX IIOpP HE MPOIMHUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM QyHKIIMOHUPYIOT U 0 HUX YK€ MPOIKMCAHO B 3aKOHE, TJI€ UX pa3/IeisioT Ha
HECKOJIBKO BHJIOB - aHOHUMHBIE 1 HE aHOHUMHBIE. Pa3HuIIa B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peniaeTcs IpOBOJUTH ONepalnu 6e3 UIeHTU(PUKALUU T0JIB30BaTENs, a B
HEAaHOHMMHBIX UICHTU(PUKAINH TT0Ib30BATENs SBISIETCS 00513aTENbHOM.

Taroke criegyer pa3n4arh dEKTPOHHBIE (HAaTHBIC IEHBIH (PaBHBI TOCYAaPCTBEHHBIM BaJTIOTaM)
1 DJICKTPOHHBIC He(praTHBIE JCHBIH (HE PaBHBI TOCYIaPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 110 6€301MacHOM paboTe C IMEKTPOHHBIMU JIEHbIAMHU:

1. IlpuBsiku K cyeTy MOOMIIbHBIN TenePOH. DTO caMbIi yIOOHBIN U OBICTPHIH CIIOCO0
BOCCTAHOBUTH JIOCTYII K cueTy. [IpuBsizaHHbBIN TenePOH MOMOXKET, €Cli 3a0yIeTb CBOU
IJIATEeKHBIN MapoJib WK 3aiIelIb HA CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Ucnonb3yit onHopasoBbie napoiu. [locie nepexoaa Ha yCHIIEHHYIO aBTOpU3AIIHIO TeOe yxe
He Oy/eT yrpoaTh OMAaCHOCTb KpaXkH UJTU MepexBaTa IIaTeXHOTO MapoJis;

3. Boibepu cnoxxnblit mapoiib. [Ipectynnukam OyneT He MPOCTO YraaaTh CIO0KHBINA Tapoib.
HanexHbie mapoiu — 3T0 1apoJid, KOTOPhIE COJIEp)KaT HE MEHEe 8 3HAKOB U BKIIFOYAIOT B ce0s
CTPOYHBIE U MPOMUCHBIE OYKBBI, HU(GPHI U HECKOJIBKO CHMBOJIOB, TaKHE KaK 3HAaK J0JUIapa,
¢dyHTa, BOCKIMIATeNbHBIN 3HaK U T.I. Hampumep, StROng!;;

4. He BBOJM CBOHM JIMYHBIC JAaHHBIC HA CaﬁTaX, KOTOPbIM HC JOBCPACIID.

9J'IeKTpOHHa$I IIOHTa

9J'IeKTpOHHa$I o4yTa — 9TO TCXHOJIOTHUA U MMPEAOCTABIISICMBIC €10 YCIYT'H 11O TIEPECHIIIKE U
MOJIYYCHHIO 3JICKTPOHHBIX COO6IH€HI/II>'I, KOTOPBIC paclpCaCIAOTCA B KOMHI)IOTepHOI\/'I CCTH.
OOBIYHO BHCKTpOHHHﬁ MMOYTOBBIN SIIUK BBITJISIUT CJICAYIOIIUM o6pa30M:
I/IMH_HOJ'IB3OB8.TCJ'I}I@I/IM}I_I[0M6H8.. Taxxe KpOMC IIepeaavuu MpOCTOTO TCKCTA, UMCCTCA

BO3MO’KHOCTb IlepesiaBaTh (paiibl.

OcHOBHBIE COBETHI 10 6€301MacHON paboTe ¢ INMEKTPOHHON MOUTOMH:



1. Hayo BbIOpaTh mpaBUIIBHBIN MOYTOBBII cepBUC. B MHTEpHETE €CTh OrPOMHBII BEIOOD
OeCIUIaTHBIX MTOYTOBBIX CEPBUCOB, OJTHAKO JYYIIE TOBEPATh TEM, KOT'O 3HACIIb U KTO MEPBHIi B
pEeUTHUHrE;

2. He yka3piBaii B TMuHOM nouTe Tn4yHyro nHopmaruio. Hampumep, syuiie BeIOpath
«MY3BIKaTBbHBIN _(haHaT@» mimm «pok2013» BmMecTo «remal3»;

3. Ucnonb3yil ABYX3TallHYIO aBTOPU3ALMIO. DTO KOTAa IOMUMO MapoJisi HY’)KHO BBOAUTH KOJ,
npucblIaeMblii o SMS;

4. BeiOepu c0XKHBINA TTapoIth. I KaXK0T0 MOYTOBOTO SITUKA JOKEH OBITh CBOM HAJIC)KHBIH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecimm ecTh BO3MOKHOCTB HalMcaTb CaMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH ITY
BO3MOKHOCTb;

6. Ucrnonib3yil HECKOJIBKO TIOYTOBBIX SIIIMKOB. [1epBbIil 17151 4acTHOM MepenucKy ¢ ajpecaTamu,
KOTOPBIM ThI IOBEPSCIIb. ITO JIEKTPOHHBIN aIpec HE HAJ0 MCIIOJIB30BATh IIPU PETUCTPALIMHN HA

dbopymax u caiftax;

7. He oTkpeiBaii (haiisiel v Ipyrue BIOKEHUS B IUChMaX JIaXe €CJIM OHU MPHUIIUIA OT TBOUX
npysei. Jlydie yrouyHu y HUX, OTIIPABIISUIN JTM OHU TeOe 3TH (aiiibr,

8. [Tocne okoHuaHus pabOTHI HA IIOYTOBOM CEPBHCE MEPeE] 3aKPHITHEM BKIIAJIKH C CAUTOM HE
3a0yap HaXKaTh HA «BBIATHY.

KubepOynnuHT miin BUPTyaIbHOE U3ACBATEIHCTBO

KubepOynmnuHr — mpeciieoBanrue coOOOEHUIMH, COACPKAIIMU OCKOPOICHUS, arpecCcHio,
3alyruBaHue; XyJIUTraHCTBO; COLUaIbHOE OOMKOTUPOBAHUE C TOMOIIBIO PA3IUYHBIX UHTEPHET -
CEpPBHCOB.

OcCHOBHBIE COBETHI 110 OOPHOE C KHOSPOYIITUHTOM:

1. He Gpocaiics B 60i. JIydmnii cmoco0: TOCOBETOBATHCS Kak ceOst BECTH H, €CJIM HET TOT0, K
KOMY MOHO 00paTHThCs, TO BHaYaJIe YCIIOKOUThCS. Eciu Thl HauHelb 0TBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHUS, TO TOJIBKO €Il OOJIbIIIE Pa30sKKEIIb KOHMIUKT;

2. Ympasisiii cBoelt kubeppernyranuei;

3. AHOHMMHOCTB B CETH MHHMa. CYH_IGCTBYIOT CIIOCOOBI BBIICHUTB, KTO CTOMT 3a aHOHUMHBIM
AKKaYHTOM;

4. He crout BecTH XyIUTraHCKUN 00pa3 BUPTYyaIbHOU )KM3HU. IHTEpHET UKCUpYET BCEe TBOU
JEUCTBUS M COXpaHSET UX. Y AAIUTh UX Oy/AeT KpaliHe 3aTpyJHUTENIbHO;

5. CoGumrofiaii cBOM BUPTYalIbHYIO YECTh CMOJIOY;

6. Urnopupyii eanHn4HbIN HeratuB. OTHOpa30Bble OCKOPOUTENIbHBIE COOOIICHNUS JIyYllle
UrHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayalbHOW CTa M,



7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMU, B COITUATBHBIX CETIX
€CTh BO3MOYKHOCTh OJIOKMPOBKH OTIIPABKH COOOILEHHI C ONPEETICHHBIX a/IpECOB;

8. Eciu TbI cBUAETEND KNOEPOYIUIMHTa. TBOM AEHCTBUSA: BBICTYIIUTh IPOTHUB MPECIE0BATEN,
II0Ka3aTh €My, YTO €ro JAEHCTBUS OLICHUBAIOTCSI HEFaTUBHO, IOAEPKaTh )KEPTBY, KOTOPO
HYXXHA IICUXO0JIOTUYECKAsk TOMOIIb, COOOIIUTE B3POCIBIM O (paKTe arpecCUBHOTO MOBECHUS B
CETH.

MooOunbHbIN TenedoH

CoBpemeHHble cMapT(OHBI U TUIAHIIETHI COAEPkKAT B ce0e BIOJHE B3pOCIbId (PYHKIIMOHAM, U
Terepb OHU MOT'YT KOHKYPUPOBATh CO CTallMOHAPHBIMU KOMITbloTepamMu. OJTHAKO, CPE/ICTB
3alUTHI JUI TOJAOOHBIX YCTPOICTB MOKA OY€Hb Masio. TecTupoBaHKE U MOUCK YA3BUMOCTEH B
HUX ITPOUCXOJIUT HE TaK HHTEHCUBHO, Kak Juis 1K, To jxe camoe kacaercss 1 MOOMIIbHBIX

MIPUIIOKEHHMN.

CoBpemeHHbIe MOOMIIbHBIE Opay3ephl YK€ IPAKTHUECKU JOTHAIM HACTOJbHBIE aHAJIOTH, OJTHAKO
pacmupenue GyHKIIMOHAIA BIEUET 32 COO0M OOJBITYIO CIIOKHOCTh M MEHBIITYIO 3aITUIIICHHOCTD.

Jlanexo He Bce MPOU3BOAUTEIN BBITYCKAIOT OOHOBIICHHUSI, 3aKPHIBAIOIINE KPUTHUECKUE
YS3BUMOCTH JJISl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI JIJIs1 6€30TaCHOCTH MOOMIIHHOTO Telle(hoHa:

1. Hudero He siBisieTCst IO-HACTOAIIEMY OecIiiaTHRIM. Byib 0cTOpOXKEH, Beb Kor1a Teoe
npeiaraloT OeCIUIaTHBIM KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHE-TO IJIATHBIC YCIIYTH;

2. Jlymaii, mpexie yem otrpaButh SMS, ¢oto mnu Buaeo. Thl TOYHO 3HACIIIB, T/I€ OHU OYIYT B
KOHEYHOM uTore?

3. Heo0xoaumo 0GHOBISTH ONEPAllMOHHYIO CUCTEMY TBOETO cMapTdoHa;
4. Vcrionb3yit aHTUBUPYCHBIE IPOIPAMMBI JIJIsl MOOUITBHBIX TeNe()OHOB;

5. He 3arpy>1<a171 IMPUITOKECHHUS OT HCU3BECTHOI'O KCTOYHHKA, BEAb OHU MOT'YT COACPKATh
BpCAOHOCHOC ITPOTPaMMHOC 066CH€‘1€HI/IC;

6. [Tocne TOro KaK Tl BBIMJEUIH C CaiiTa, Iie BBOMII JIMUHYIO HH()OPMAIINIO, 3aliI1 B HACTPOUKHU
Opaysepa u ynanu cookies;

7. HepI/IOI[I/I‘ICCKI/I HpOBepHﬁ KaKHC IVIATHBIC YCIIYT'M aKTUBHUPOBAHBI HA TBOCM HOMCECPCE,

8. JlaBaii cBOif HOMep MOOHIILHOTO Tene(hoHa TOJIBKO JTIOASIM, KOTOPBIX Thl 3HACHIb U KOMY
JOBEpsielIb;

9. Bluetooth nomxkeH ObITH BBIKIIIOUEH, KOTJa Tl UM HE TIOJIb3yelibes. He 3a0biBaii nHoT 12
MIPOBEPSTH ITO.

Online urpsr

CoBpeMeHHbIE OHJIAIH-UIPBI - 3TO KPACOYHbIE, 3aXBaThIBAIOIINE pa3BiIeueHUs], 00bEeTUHSIIONINE
COTHH ThICAY YEJIOBEK 0 BceMy MUpPY. Irpoku MccienytoT JaHHBIH UM MHp, OOLIat0TCs APYT C



APYTOM, BBIIIOJHAIOT 3aaHusd, CPAKAOTCA C MOHCTPAaMU U MOJIY4arOT OIIBIT. 3a YAOBOJILCTBUC
OHHU IIIATAT: MMOKYIIAOT JUCK, OIIJIaYUBAKOT a0OHEMEHT WIIN HpI/IO6peTaIOT KaKuec-TO OIIIHH.

Bce a3t CpeacTBa UAYT HAa NOAACPKAHUC U Pa3BUTUC UI'PbI, 4 TAKIKC HA CaMy 0e30I1aCHOCTb:
COBCPHICHCTBYIOTCA CUCTEMbI daBTOPHU3alluH, BBITYCKAIOTCA HOBBIC IMATYH (LII/I(i)pOBBIG 3alljiaTKu

JUTSI TIPOTPAMM), 3aKPBIBAIOTCA YSI3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX HUIrpax CTOUT OIMacaTbCAa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPaXH TBOCTO
mapoJisd, Ha KOTOpOM OCHOBaHa CUCTEMA aBTOpU3AllUU OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OS30IIaCHOCTU TBOCTO HUI'POBOI'O aKKayHTa:

1. Eciu npyroit urpok Bezer ceds MI0X0 WK co3JaeT Tede HENMPUATHOCTH, 3a0J0KUpPYH ero B
CIIMCKE UTPOKOB;

2. Tloxanyiicsa aqMUHUCTpATOpaM Urpbl Ha TI0OXOE MOBEJEHUE 3TOTO UI'POKA, JKEJIATeIbHO
MPUJIOKUTH KaKHE-TO J10Ka3aTeIbCTBA B BU/I€ CKPUHOB;

3. He yka3sbiBaii muuHyto uHGopMaluio B mpodaiine urpsl;
4. YBaxau Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(unagbHbIE TTATYH U MOJIBI,

6. Mcronb3yi CIOKHBIE U Pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMsl TPl HE CTOUT OTKJIIOYaTh aHTUBUPYC. [loKa ThI Urpaelib, TBOH KOMIBIOTED
MOTYT 3apa3HTh.

OuImUHT 1IN KpaXa JUIHbIX TaHHBIX

OOBIYHOM Kpameﬁ JACHET U JOKYMCHTOB CETOJHA YK€ HUKOI'O HE YAHWBUIIBb, HO C Pa3BUTHEM
I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBINIJICHHUKHA MIEPEMECTUIINCHE B HMHTCPHET, U IMIPOA0JIKAIOT
3aHUMAThCS «JTFOOMMBIMY JCIIOM.

Tak mosiBUIIack HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WK (DUILIKHT, TJIaBHAS 1Ie]Ib KOTOPOTO
COCTOMT B MOJIYYCHHH KOH(HUICHIIMAIBHBIX JAHHBIX IM0JIb30BaTEJIe — JIOTHHOB U TapoJeit. Ha
aHrnuiickoMm s3eike phishing yntaercs kak ¢umuHr (ot fishing — priOnas noBms, password —
1apoJib).

OCHOBHBIE COBETBI 110 OOPHOE C PUITMHTOM:

1. Crniequ 3a cBouM akkayHTOM. Eciu ThI o103peBaetiib, 4TO TBOSI aHKeTa Obljia B3JIOMaHa, TO
He00X0IMMO 3a0J0KUPOBATH €€ M COOOIIUTH aIMHHHUCTPATOPaM pecypca 00 3TOM Kak MOKHO
CKopee;

2. I/ICHOJ'II)?»yﬁ Oe3oImacHbIe Be6'CaI>’ITLI, B TOM YHUCJIC, HHTCPHCT-MAra3nHoOB U MOUCKOBBLIX CUCTCM;

3. HCHOJ’IB3yﬁ CJIOJKHBIC U PA3HBIC MTApOJIn. Takum O6p2[30M, eciau Teos B3JIOMAroT, TO
3JIOYMBIIIJICHHUKHY 1TOJIY4YaT JOCTYII TOJIBKO K OJHOMY TBOCMY HpO(I)I/IJ'IIO B CCTH, a4 HC KO BCCM;



4. Ecnu Te0s B3OMaI, TO HEOOXOAUMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIC
no0aBJeHBI y TEOS B IPY3bsIX, O TOM, YTO T€OsI B3JIOMAIH U, BO3MOXKHO, OT TBOETO UMECHH OyJeT
pacchUIaThCs CIIaM U CCHUIKU Ha (DUIIMHTOBBIE CAWTHI;

5. YcranoBu HagexHbIH napois (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKJII0YM COXpaHEHHE MapoJis B Opaysepe;

7. He oTkpsiBail (haiisiel ¥ Ipyrue BIOKCHHS B TUChMaX JIa)K€ €CJIM OHM MPHUIIUIA OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (paiibl.

Hudposas pemyramus

[udposas penyramus - 370 HETaTUBHAS WK NO3UTUBHAsI UH(QOPMaIMsI B CETH O Teoe.
Kommnpomerupytomast uHpopmaius pa3MelleHHasi B UHTEPHETE MOXKET CEphE3HbIM 00pa3oM
OTpa3UThCS Ha TBOEH peanbHOU xu3HU. «L{udposas penmyramus» - 3T0 TBOH UMHJIK, KOTOPbII
(dbopmupyetcs u3 nHpopMaluu o Tede B UHTEPHETE.

TBoe MecTo XuTeNnbCTBa, yueObl, TBOE (PHHAHCOBOE MOJIOKEHUE, 0COOEHHOCTH XapaKkTepa U
pacckasbl 0 OMM3KUX - BCE 9TO HAKAIUIMBACTCS B CETH.

MHorue noJipocTKH JETKOMBICIEHHO OTHOCSTCS K IYOJUKallMU JIMYHON HHpopManuu B
I/IHTepHeTe, HEC ITOHUMAas1 BO3MOXXHBIX HOCHG}ICTBI/Iﬁ. TrI JaX€ HE CMOKCIIb J0TaJaThCsa O TOM,
yto (poTorpadus, pazmerieHHas S €T Ha3a/, cTajia MPUIMHOM OTKa3a MPUHSATH TeOs Ha padoTy.

KommenTapumn, pasmenienne TBoux ¢oTtorpaduii U 1pyrue IeHCTBUS MOTYT HE UCYE3HYTh JaKe
MOCJIe TOTO, KaK Thl UX yJalullb. Thl HE 3HAaElIb, KTO COXPAHUI 3Ty UH(OpMaIIHIO, ToNana JIu
OHa B MMOMCKOBBIE CUCTEMbI M COXpAaHWJIACh JIM OHA, a TJIABHOE: YTO MOJIYMAIOT O TeOe
OKpYXaloIlee JI0U, KOTOpbIe HAaAYT U yBUAAT 3T0. Halitn nHopmarmio MHOTO JIET CIyCTs
CMOKET JII000i1 - Kak U3 100phIX TOOYXACHUI, TaK U C HAMEPEHUEM NIPUUUHUTE Bpea. ITO
MOKET OBITH KTO YTOIHO.

OCHOBHBIE COBETHI 110 3alIUTE HU(POBON peryTaluu:

1. [ogymaii, mpexie 4em YTo-To MyOIMKOBATh U MepeiaBaTh y cedsi B O60re WK B COLIMAIbHOM
ceTu;

2. B Hactpoiikax npo¢uisi yCTaHOBU OTPaHUYEHUs Ha IIPOCMOTP TBOETO MPOHIIS U €ro
COJIEP’KUMOTO, CIIENaid €ro TOJIBKO «IUIS IPY3eh»;

3. He pa3merniaii u He yka3piBail HH)OPMAIHIO, KOTOPask MOYKET KOTO-TH00 OCKOPOJISATH HITH
00MXKaTh.

ABTOpCKOC ImpaBo
COBpeMeHHHe MIKOJBbHHUKHW- aKTHUBHBIC IIOJIb30BATCIIN HH(prBOFO MpOCTPAHCTBA. O,I[HaKO
JaJICKO HC BCC 3HAIOT, YTO IMOJIb30BAHHEC MHOTMMH BO3MOXKXHOCTAMHA I_II/I(i)pOBOFO Mupa Tpe6yeT

CO6J'IIO,Z[CHI/I$I IpaB HAa UHTCIUICKTYaJIbHYIO COOCTBEHHOCTb.

TepMI/IH CHUHTCJUICKTYaJIbHAA COOCTBEHHOCTB)» OTHOCHUTCS K Pa3JINIHBIM TBOPCHUAM
YCJIOBCUCCKOI'0 yMad, Ha4MHasA C HOBBIX I/1306peTeHI/II71 M 3HAKOB, 0603Haqa101m/1x COOCTBEHHOCTh



Ha MPOJYKTHI U YCIYTH , M 3aKaHYMBasi KHUTaMu, poTorpadusMu, KHHOPHUIEMaMH U
MY3bIKAJIbBHBIMH [IPOU3BEICHUSIMU.

ABTOpCKHE IpaBa - 3TO [IpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BEACHUS HAYKH,
JUTEPaATyphl U UCKycCTBA. ABTOPCKHUE MPaBa BHICTYINAIOT B KAYECTBE FapaHTUU TOT'O, YTO
MHTEIUICKTYaJIbHBIN/TBOPUECKUH TPy aBTOpa HE Oy/IeT HAlpacHbIM, JacT €My CIIPaBeINBbIC
BO3MOXHOCTH 3apaboTaTh Ha Pe3y/IbTaTax CBOEro TPYAA, OJYUYUTh U3BECTHOCTb U IIPU3HAHUE.
Huxkro 6e3 pa3pemieHust aBTopa He MOXKET BOCIIPOM3BOIUTH €T0 IPOU3BEACHUE, PACTIPOCTPAHSTD,
MyOJIMYHO IEMOHCTPHUPOBATH, IPOAABATH, HMIIOPTHPOBATH, ITYCKAaTh B MIPOKAT, ITyOJINYHO
WCTIOJIHATD, TIOKA3bIBaTh/UCIIONHATH B dHpe WK pa3MmemaTs B IHTepHeTe.

Hcnonb3oBaHne «mMpaTCKOro» MporpaMMHOT0 00eCTIeYeH s MOYKET MPUBECTH K MHOTUM
pHUCKaM: OT MOTEPHU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKHU TBOETO YCTPOMCTBa, /i€
YCTaHOBJIEHHBIN He JierajibHas mporpamMma. He cTout taxke 3a0bIBaTh, 4YTO CYIIECTBYET
JerajgpHble U OecIIaTHbIE IPOTPAaMMBbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane
CeTteBUYOK.p( - TBOM TJIaBHBIA COBETYMK B CETU. 3/1€Ch Thl MOXKEIIb y3HATh O O€30TAaCHOCTH B
CETH MOHATHBIM U JOCTYIHBIM SI3bIKOM, @ TP BOBHUKHOBEHUH KPUTHYECKON CUTyalluU

00paTUThCs 32 COBETOM. A TaKkKe MPHUHSATH y4acTHE B KOHKYpPCaxX U CTaTh CaMbIM LIU(PPOBBIM
rpaklaHUHOM !

[Tucemo Muno6prayku Poccuu ot 14.05.2018 Ne 08-1184 "O nanpasiennu uHbopmarmm"
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